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UK Cyber  Secur i t y



UK Cyber  Secur i t y

• PSTI  (Cyber  Secur i t y )  fo r  UK

• P r o d u c t  S e c u r i t y  a n d  Te l e c o m s  I n f r a s t r u c t u r e
• h t t p s : / / w w w . g o v . u k / g o v e r n m e n t / p u b l i c a t i o n s / t h e - u k - p r o d u c t - s e c u r i t y -

a n d - t e l e c o m m u n i c a t i o n s - i n f r a s t r u c t u r e - p r o d u c t - s e c u r i t y - r e g i m e

• A p p l i e s  t o  c o n n e c t e d  c o n s u m e r  I o T  i n t o  U K

• F r o m  2 9  A p r i l  2 0 2 4

• W i r e l e s s  a n d  w i r e d

• I n t e r n e t  c o n n e c t e d

• N e t w o r k e d

https://www.gov.uk/government/publications/the-uk-product-security-and-telecommunications-infrastructure-product-security-regime
https://www.gov.uk/government/publications/the-uk-product-security-and-telecommunications-infrastructure-product-security-regime


UK Cyber  Secur i t y

• Cyber  Secur i t y  fo r  UK (PSTI ) :

• B a s e d  o n  s e l e c t e d  p a r t s  o f  E N  3 0 3  6 4 5

• U n i q u e  p a s s w o r d  f o r  e a c h  u n i t

• P r o c e s s  f o r  u s e r  t o  i n f o r m  m a n u f a c t u r e r  a b o u t  
c y b e r  s e c u r i t y  i s s u e

• M a n u f a c t u r e r  p r o c e d u r e  t o  f i x  s e c u r i t y  i s s u e



UK Cyber  Secur i t y

• Cyber  Secur i t y  fo r  UK (PSTI ) :

• S t a t e m e n t  o f  c o m p l i a n c e  w i t h  e a c h  p r o d u c t

• M a n u f a c t u r e r  t o  s i g n  t h e  s t a t e m e n t  ( l i k e  D o C )

• M a n u f a c t u r e r  t o  s t a t e  p r o d u c t  s u p p o r t  p e r i o d

• A l l  c o n n e c t e d  d e v i c e s  e n t e r i n g  t h e  U K

• I n c l u d i n g  e x i s t i n g  m o d e l s



UK Cyber  Secur i t y

• Cyber  Secur i t y  fo r  UK (PSTI ) :

• N o t  l i n k e d  t o  U K C A ( o r  C E )  m a r k i n g

• Ve r y  d i f f e r e n t  t o  E U  C y b e r  r e q u i r e m e n t s



The European Un ion  (EU)



EU RED

▪ Radio Equipment Directive

▪ RED

▪ Directive 2014/53/EU

▪ Radio equipment into the EU

▪ Radio / wireless



EU RED

Technical assessment of equipment to essential requirements

Authorization route:  Declaration of Conformity (DoC)



Harmon ised  Standards

Harmonised
Test Standards

Listed on
RED OJEU

Published by the standards group

Accepted by the EU Commission

Official Journal of Harmonised Standards

“Presumption of Conformity” (PoC)

No Harmonised Standard may require 

Notified Body review and certificate

   (Radio and ‘Other’)



Ar t i c le  3 :   RED Assessment  Scope

Product 

Safety

Article 3.1a

EMC 

Performance

Article 3.1b

Radio 

Performance

Article 3.2

Other 

Categories

Article 3.3

Common

Charger

Article 3.4

Other 

Categories

Article 3.3



RED Ar t i c le  3 (3 )

• De lega ted  Regu la t ion  (EU)  2022/30

• P u b l i s h e d  1 2  J a n u a r y  2 0 2 2
• E n a c t i n g  R E D  A r t i c l e  3 . 3 ( d ) ,  3 . 3 ( e ) ,  3 . 3 ( f )

• A p p l i e s  f r o m  1  A u g u s t  2 0 2 5

• A l l  r a d i o  p r o d u c t s  e n t e r i n g  t h e  E U  m a r k e t

• I n c l u d i n g  e x i s t i n g  m o d e l s



RED Ar t i c le  3 (3 )

• Ar t i c le  3 (3 )

• 3 ( 3 ) ( d )  –  C o n n e c t i o n  t o  n e t w o r k s

• 3 ( 3 ) ( e )  –  P e r s o n a l  d a t a  a n d  p r i v a c y  o f  u s e r

• 3 ( 3 ) ( f )  –  P r o t e c t i o n  f r o m  f r a u d



RED Ar t i c le  3 (3 )

• Harmon ised  Standards  in  p rogress :

• E x p e c t e d  a r o u n d  J u n e - A u g u s t  2 0 2 4

• E N  1 8 0 3 1 - 1   ( A r t i c l e  3 ( 3 ) ( d )  –  C o n n e c t i o n  t o  n e t w o r k s )

• E N  1 8 0 3 1 - 2   ( A r t i c l e  3 ( 3 ) ( e )  –  P e r s o n a l  d a t a  a n d  p r i v a c y )

• E N  1 8 0 3 1 - 3   ( A r t i c l e  3 ( 3 ) ( f )  –  P r o t e c t i o n  f r o m  f r a u d )

• D r a f t s  a v a i l a b l e  t o  c o m m i t t e e  m e m b e r s



RED Ar t i c le  3 (3 )

• Harmon ised  Standards  in  p rogress :

• I n  c a s e  t h e y  a r e  n o t  r e a d y …

• N o t i f i e d  B o d y  E U - T E C  f r o m  1  A u g u s t  2 0 2 5



RED Ar t i c le  3 (3 )

• Cyber  Secur i t y  fo r  EU:

• P a r t  o f  t h e  C E  m a r k i n g
• I n c l u d e d  i n  m a n u f a c t u r e r ’ s  D o C  t o  R E D

• Ve r y  d i f f e r e n t  t o  U K  P S T I  r e q u i r e m e n t s



EU Futu re?

▪ Cyber Resilience Act

▪ CRA

▪ All digital equipment and software

▪ Wireless and Wired

▪ Hardware and Applications

▪ Expect published in 2024

▪ Expect in force 2027



EU CRA

• Cyber  Res i l ience  Ac t

• E x p e c t e d  t o  ‘ r e p e a l ’  R E D  C y b e r
• A r t i c l e s  3 . 3 ( d ) ,  3 . 3 ( e ) ,  3 . 3 ( f )

• C R A t e s t s  n o t  k n o w n  y e t

• H o p e  t o  b e  s i m i l a r  t o  R E D  r e q u i r e m e n t s



The USA



USA Cyber

• Cyber  Labe l l ing  Program

• P u b l i s h e d  o n  2 5  M a r c h  2 0 2 4

• I n t o  e f f e c t  f r o m  2 4  A p r i l  2 0 2 4

• Voluntary scheme

• F o r  w i r e l e s s  c o n s u m e r  I o T  p r o d u c t s



USA Cyber

• Cyber  Labe l l ing  Program

• L o g o  a n d  Q R  c o d e  f o r  c o m p l i a n t  p r o d u c t s

• Q R  c o d e  i n f o r m s  a b o u t  s u p p o r t  p e r i o d  a n d  
s e c u r i t y  d e t a i l s



USA Cyber

• Cyber  Labe l l ing  Program

• D e t a i l e d  i n  F C C  4 7  C F R  P a r t  8

• “ Te s t ”  b y  a c c r e d i t e d  l a b s

• “ C e r t i f i c a t i o n ”  b y  a c c r e d i t e d  b o d y

• ( C L A =  C y b e r  L a b e l  A d m i n i s t r a t o r )



USA Cyber

• Cyber  Labe l l ing  Program

• Te s t  r e q u i r e m e n t s  n o t  d e f i n e d  y e t

• R e c o m m e n d a t i o n s  i n  p l a c e :
• h t t p s : / / w w w . n i s t . g o v / i t l / e x e c u t i v e - o r d e r - 1 4 0 2 8 - i m p r o v i n g - n a t i o n s -

c y b e r s e c u r i t y / c y b e r s e c u r i t y - l a b e l i n g - c o n s u m e r s - 0

• h t t p s : / / n v l p u b s . n i s t . g o v / n i s t p u b s / C S W P / N I S T . C S W P . 0 2 0 4 2 0 2 2 - 2 . p d f

• h t t p s : / / n v l p u b s . n i s t . g o v / n i s t p u b s / C S W P / N I S T . C S W P . 0 2 0 4 2 0 2 2 - 1 . p d f

https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity/cybersecurity-labeling-consumers-0
https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity/cybersecurity-labeling-consumers-0
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.02042022-2.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.02042022-1.pdf


Quest ions
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