
Cibersegurança
Cybersecurity: The Brazilian Experience 

in Telecom sector

Humberto Pontes
March/2024



Cybersecurity

Digital Transformation 

Enabler

Development



Strategic Action

Initiative 7: Promotion of a holistic risk 

management and the protection of the 

critical infrastrucure

Strategic Action

Initiative 17: Foster the prevention against 

fraud and scams in the digital ecosystem

Strategic Vision



The promotion of the Security and Resilience of 
the Telecommunications Networks and Services

Anatel’s Role

Regulation
Conformity and 

Certification
Awareness



Cybersecurity Regulation

Principles:  i.e - Authenticity; Confidentiality; Availability;

Guidelines: i.e - Development of a cybersecurity
culture; Safe and sustainable use of
networks;Identify, protect, diagnose, respond to
and recover from incidents; Security by design and
privacy by design.

Principles

Guidelines

Obligations

Governance

Mandatory Provisions:
• Cybersecurity Policy;
• Mandatory notification of relevant incidents;
• Information sharing between providers;
• Suppliers – cybersecurity policy and audits;
• Vulnerability assessment cycles; and
• Report on critical infrastructure.

Governance
• Cybersecurity Technical Group (GT-Ciber)



Conformity and Certification Schemes

Act nº 77/2021

• Cybersecurity 
Requirements for 
Telecommunications 
Equipment;

• Recommendations to 
manufacturers and 
suppliers; and

• Market Surveillance 
Program.

Act nº 2.436/2023

• Mandatory 
requirements for 
conformity 
assessment of CPEs;

• Follow discussions 
within GT-Ciber; and

• In force from March 
2024.



Conformity and Certification Schemes



Awareness Initiatives

#FiqueEsperto
Webpage dedicated to 

cybersecurity



Awareness Initiatives

#Outubrociberseguro

Playlist Cibersegurança Anatel on Youtube



Simulated cyber defense exercise - EGC 5.0 2023

Completed on October 6 (2023) , the Cyber Guardian Exercise (EGC 5.0), organized by the Cyber Defense 
Command, is considered the largest maneuver to combat digital threats in the Southern Hemisphere. This is a 
clear demonstration that the country is heavily investing to ensure the security of its networks and systems.



Guia Orientativo de Segurança Cibernética para 
prestadoras de serviços de telecomunicações - 2023



Guia orientativo DevSecOps - 2023



5G Cybersecurity – Research Cooperation Agreement

• Research and Innovation Project on cybersecurity of 
telecommunications networks, especially in (5G), also 
covering legacy networks;

• 20 months;
• Federal University of Campina Grande (UFCG);
• Celebrated in December 2021;
• 3 Perspectives:

• Basic perspective: identify the main 
characteristics and dimensions of security in 
telecommunications networks;

• Technological perspective; and
• Economic, Standardization, and Regulatory 

Perspective.
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