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ISO/IEC JTC 1 SC 27 WG 3 
meetings

2017

54th SC 27 
WG 3 and 
Comment 
Resolution 
meeting, 
2017.04.18 
- 
2017.04.22
, Hamilton, 
New 
Zealand

2017

55th SC 27 
WG 3 and 
Comment 
Resolution 
meeting, 
2017.10.30 
- 
2017.11.03
, Berlin, 
Germany

2018

56th SC 27 
WG 3 and 
Comment 
Resolution 
meeting, 
2018.04.16 
- 
2018.04.20
, Wuhan, 
China

2018

57th SC 27 
WG 3 and 
Comment 
Resolution 
meeting, 
2018.09.30 
- 
2018.10.04
, Gjovik, 
Norway

2019

58th SC 27 
WG 3 and 
Comment 
Resolution 
meeting, 
2019.04.01 
- 
2019.04.05
, TelAviv, 
Israel

2019

59th SC 27 
WG 3 and 
Comment 
Resolution 
meeting, 
2019.10.14 
- 
2019.10.18
,  Paris, 
France

2020

60th SC 27 
WG 3 and 
Comment 
Resolution 
meeting, 
2020.04.20 
- 
2020.04.24
,  
St.Petersbe
rg, Russia, 
Virtual (via 
Zoom)

2020

61st SC 27 
WG 3 and 
Comment 
Resolution 
meeting , 
2020.09.12 
- 
2020.09.16
,  Warsaw, 
Poland,  
Virtual (via 
Zoom)

2021

62nd SC 27 
WG 3 
meeting , 
2021.04.12 
- 
2021.04.15
, Virtual 
(via Zoom)

2021

63rd SC 27 
WG 3 
meeting , 
2021.10.25 
- 
2021.10.28
, Virtual 
(via Zoom)

2022

72nd SC 27 
WG 3 
meeting , 
2022.04.04 
- 
2022.04.07
, Virtual 
(via Zoom)

2022

78th SC 27 
WG 3 
meeting , 
2022.10.03 
- 
2022.10.06
, Virtual 
(via Zoom)

2023

79th SC 27 
WG 3 
meeting , 
2023.04.17 
- 
2023.04.21
, Redmond, 
US

2023

80th SC 27 
WG 3 
meeting , 
2023.10.16 
- 
2023.10.19
, Virtual 
(via Zoom)

2024

83rd SC 27 
WG 3 
meeting , 
2024.04.08 
- 
2024.04.12
, Virtual 
(via Zoom)

2024

86th SC 27 
WG 3 
meeting , 
2024.09.30 
- 
2024.10.04
, Virtual 
(via Zoom)

2025

89th SC 27 
WG 3 
meeting, 
2025.03.10
, Fairfax VA 
USA

2025

92nd SC 27 
WG 3 
meeting, 
2025.09.08 
- 
2025.09.12
,  Kunming, 
China

15408:2022
18405:2022
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ISO/IEC 15408:2022, 
ISO/IEC 18045:2022

ISO/IEC 15408-1:2022

Introduction and 
general model

ISO/IEC 15408-2:2022

Security 
functional 
components

ISO/IEC 15408-3:2022

Security 
assurance 
components

ISO/IEC 15408-4:2022

Framework for the 
specification of 
evaluation 
methods and 
activities

ISO/IEC 15408-5:2022

Pre-defined 
packages of 
security 
requirements

ISO/IEC 18045:2022

Methodology for IT 
security evaluation

Source: Publicly Available Standards, https://standards.iso.org/ittf/PubliclyAvailableStandards/index.html
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ISO/IEC 15408:2022, 
ISO/IEC 18045:2022

Source: Publicly Available Standards, https://standards.iso.org/ittf/PubliclyAvailableStandards/index.html
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ISO/IEC 15408:2022, 
ISO/IEC 18045:2022

Source: Publicly Available Standards, https://standards.iso.org/ittf/PubliclyAvailableStandards/index.html
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CC:2022/CEM:2022 R1

CC:2022 Release 1
Part 1: 
Introduction and 
general model

CC:2022 Release 1
Part 2: 
Security functional 
components

CC:2022 Release 1
Part 3: 
Security assurance 
components

CC:2022 Release 1
Part 4: 
Framework for the 
specification of 
evaluation methods 
and activities

CC:2022 Release 1
Part 5: 
Pre-defined 
packages of security 
requirements

CEM:2022 Release 1
Evaluation 
methodology

Source: CCRA Portal, https://www.commoncriteriaportal.org/cc/index.cfm



8

• Title: Errata and Interpretation for CC:2022 
(Release 1) and CEM:2022 (Release 1) 

• Maintained by: CCMB 
• Unique identifier: 002
• Version: 1.1
• Date of issue: 2024-07-22
• Status: Final 
• Approved by: CCDB
• Pages: 188

Errata and Interpretation 
for CC:2022/CEM:2022 R1

Source: CCRA Portal, https://www.commoncriteriaportal.org/files/ccfiles/CCMB-2024-002-v1_1-Errata_Interpretation_CC_CEM_2022.pdf
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CC:2022 Transition
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XML
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Summary of 15408 and 
18045 comments

Document
Total number of 

comments

Type

ed ge te none

ISO/IEC 15408-1 rev_23 321 309 5 6 0

ISO/IEC 15408-2 rev_23 196 195 1 0 0

ISO/IEC 15408-3 rev_23 245 244 1 0 0

ISO/IEC 15408-4 rev_23 49 48 1 0 0

ISO/IEC 15408-5 rev_23 35 33 2 0 0

ISO/IEC 18045 rev_23 927 919 2 5 0

Total: 1773 1748 12 11 0

Source: 15408/18045 DIS DoC (dated 2025.07.08)
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Triage

Part 1 Part 2 Part 3 Part 4 Part 5 18045 All Notes

1 310 140 217 39 32 734 1426
Simple comments that can be accepted (or 

not) without further discussion.

2 0 53 18 7 0 97 158

Comments which need some discussion to 
help resolve: 

Perhaps there are differing opinions, or we 
are not sure what the correct answer should 
be since a little more explanation is needed. 

Discussion on
each can be done in 10 mins or less.

3 11 3 6 3 3 77 99

Comments that need extended time for 
discussion, perhaps where general 

agreement (consensus) needs to be 
developed.

Source: 15408/18045 DIS DoC (dated 2025.07.08)
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Disposition of comments

Part 1 Part 2 Part 3 Part 4 Part 5 18045

accepted 202 108 206 39 23 783

accepted with ed mods 22 0 1 2 0 42

accepted with mods 17 51 0 6 0 4

accepted in principle 29 6 0 1 5 14

not accepted 10 17 9 3 7 71

overtaken by events 33 12 0 0 0 10

noted 6 2 2 1 1 3

withdrawn 0 0 0 0 0 0

postponed 2 0 0 0 0 0

postponed to next 
revision

0 0 0 0 0 0

discuss 0 0 23 0 0 0

Source: 15408/18045 DIS DoC (dated 2025.07.08)
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Progress of ISO/IEC 15408 
&18045 revisions

Key Activities

• Editors' group & experts convened to address:

› Disposition of Comments (DoCs)

› ISO editor’s comments

› Planning next steps for publication of FDIS

Focus Areas

• Efficient comment resolution

• Editorial improvements to support standard 

revision

Next step

• FDIS ballot (8 weeks) : after 24th October 2025
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Revision of ISO/IEC TR 
22216:2022

Overview
› TR 22216:2022 provides guidance on ISO/IEC 15408:2022 and ISO/IEC 

18045:2022

› Explains their relationship with previous versions of the standards

Key Concepts
• Two evaluation approaches: Specification-based vs. Attack-based

• New concepts introduced: Composite evaluation, Multi-assurance

• Mapping between old and updated functional and assurance components

Need for Revision
• Revisions to ISO/IEC 15408 & 18045 require an aligned update to TR 22216

• All impactful changes should be collected, reviewed, and integrated
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SC 27/WG 3 submitted a request for free publication 
to the ISO Central Secretariat in 2024

Revision of ISO/IEC TR 
22216:2022
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The current version of the TR 22216:2022 is now available from the 
ISO store page at the cost of 0 CHF.

Revision of ISO/IEC TR 
22216:2022

https://www.iso.org/standard/72890.html
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Consideration of the Target of Evaluation Concept 
for Emerging and Existing Technologies

• PWI Extension

• WG 3 has extended the PWI for 6 months

• No changes made to its scope

• Purpose of the Study

• Analyze use cases where current TOE (Target of Evaluation) 
concepts may not apply

• Cloud-based TOEs, IP soft processors, AI-based solutions, …

• Study Focus

• Identify gaps in existing TOE definitions

• Explore options to address gaps, such as:

• Redefining "TOE"

• Expanding "IT product" definition → Potential impact on 
ISO/IEC 15408 & 18045

• Call for Contributions

• CCUF input welcomed and encouraged

• Members may already be exploring evaluation methods for 
these emerging technologies

Progress Report - PWI 25543



Background

• PWI 25240 (started April 2024) continues as an incubator for 
AI-related evaluation projects

• Generated two new projects:

• (1) ISO/IEC 26160, Enhancing the ISO/IEC 15408 series 
and ISO/IEC 18045 for the Evaluation of Artificial 
Intelligence (AI) Functionality

• (2) ISO/IEC 25959, Application of attack potential to 
deep learning-based technology

Status of Proposal

• Overlap with SC 42’s “Trustworthy AI” proposal has been 
resolved

• No delay expected for further development

• SC 27/WG 3 encourages focus on:

• Security problem definitions, Security needs for AI

• Notes that functional safety & legal compliance (from SC 42 
proposal) are out of scope

Evaluation of AI-based technology

Progress Report - PWI 
25240







National Body

Common Criteria User Forum

Common Criteria Development Board

How to contribute



23https://ccusersforum.org/forums/ccuf-iso-liaison/iso-iec-jtc-1-sc-27-wg-3_n3007_wg-3-ls-to-ccuf-september-2025/

How to contribute
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CCUF Workshop

https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/

https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-
agenda-for-ccuf-workshop/

The 28th CCUF Workshop – Songdo 
Korea – Fall 2025

Oct 16 – CCDB joint session in the afternoon

Oct 17 – working meetings (iTCs, TCs, etc)

Oct 18-19 – see the sights in Seoul

Oct 20 – Joint CCUF meetings/presentations/discussions

https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/event/the-28th-ccuf-workshop-seoul-korea-fall-2025/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/
https://ccusersforum.org/forums/28th-ccuf-workshop-seoul/proposed-agenda-for-ccuf-workshop/


Thank you! 
Kwangwoo Lee 

CCUF & SC 27 WG 3 Liaison officer

kwangwoo.lee@hp.com

kwsec.lee@gmail.com

To join this project, please send a request to Kwangwoo Lee or mgmt@ccusersforum.org

mailto:kwangwoo.lee@hp.com
mailto:kwsec.lee@gmail.com
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